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HAFEAE . E T HEF I RN, Rfait AR Lok Nk K&
i sboh, mmBERENER R R A LFFHhE FEFHS
7 &, BIAZP SR T A G, 2023 55 EFF KA 2 AR 44
XARAE 30 £, FAEFARERSENASL SR KIFELLEKNEIT

5% 7 @ AT
(—) HRES
1, IBM A B TREBLE
XRHEH: T4

NERCEBL

@ s iy 260 NEwE 19

ERIEMRED L 360 DIPPER RESEARCH



[AFF]  ST-008-241-2023-#EZLEH)

IBM L B 2F & Think 23 L4 TEFT &R EE, AH K
Fr AR Ao KA T b 40 2253 0% B )6 B F F A,

% B BUR & KRR oL 012 R G HATR Z AT Znk 19) & F 45 & Am
FayiLiR . it LB BRI E, B —KFKMmRAEL
B, IBMFART AN BMETE, A IBM 2T RL2EEE

(Quantum Safe Roadmap) .

U EBQOE=Z R &, LPANALC LT, F=AB AT
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Explorer). & -F %4 B 7] (Quantum Safe Advisor)#e& F % 414 82 %
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“FETRAWREER LML B R I B IR, A
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“ETRARE 6 A0 E F 0 SLE AR F1E B, AT
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“BTRAGABHALRBIFEZNRXETRELENST
ZEMGIER KX, AT MERZINFTETREMI T A R fa it
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(k& : GoUpSec)

2\ Gartner %0 2023 £ 22NN EEIRF AR R BB L& E

X479 : Gartner

Gartner AR 4% K F £
2024 Fla KA A 49 R
1

Btirirg,

HF R fo

> 3P AR T VT AR LS SR R &

Z et R G EZER

A OME, 2Hl T 2022 FE

EMRBEARG KNG, ot

A 69+ X AR AR £ 2AL

Technology Adoption Roadmap for Security and Risk Management 2022-2024

In Planning

CASBs
Application Piloting ‘ Cloud WAAP
Shieldi
20 UEM
Endpoint
Detection and
Mobile Besponse
API Security Threat
Testing Tools Defense Breach oR
Consent and [ ] . and Attack
Preference Application Secutt Simulation SSE
M t icati urity [PYORY
il Orchestration and [Se @ oo -
Correlation Access MDR 2
> Digital Risk Hardware- Control Sorvicas Y
k] Protection based Security g
k-1 Services @»
g %
Vulnerability g, Web
ﬁ  Cloud Data Prioritization  Gateways DB -
s Eihattc Protection Gateways (@) Technology %
Data L
Bot M t
3 anagemen Already . Network Firewalls  Remote K
o Enterprise Mobile Application @ - BESA] Bromier NSPM g
o App Stores Security Testing Cloud Security Isolation £
% Privacy Management Tools Posture Management g
; loath SIEM OT Security s
Enterprise Key Web Application 3
‘£ Management Firewall CyberSecurity Mesh () -~
€ Woba Device Endpt Security  Architecture g
3 ® eDAPP  Securelnstant  for Frontline Workers SASE £
3 Client-side ocure Instan 5
Protection ~Communications Endpoint i
Protection P 3
Multicloud Platforms Device-native ~
KMass SCATools 5 plication Security Cloud Workload Blometrics
Requirements and P ¥
Threat Modeling rotestion
® Platforms Gy
Function Security
ZTNA i
TLS Decryption "é‘::;’;f
Platform 4
Passive
Behavioral
Biometrics
Enterprise Value Deployment Risk Adoption Phase

The value factor awarded to each technology
is based on the analysis of value drivers,
including improved speed and agilty, enhanced

The risk factor awarded to each technology
is based on the analysis of potential risks
posed |ncIudmg cybersecurity risk, talent

The adoption phase is determined by the
current deployment plans for a majority of
organizations. Technologies placed on the
border between phases are on the cusp of

high or

developer increased
cost efficiency or savings, delivery of superior

and technical incompatibility or

moving into the next deployment phase.

1o busi and/
and enabling resilience and reliabilty.

) O
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Low

o}

Low

Source: Gartner
© 2023 Gartner, Inc. sndifor ts afflates. All rights reserved. 781655_C
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TATAR, HBKRLE—FZTIFA, 2021 F9 A 18, (FPHEARE
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EHRFEZDRERBHFE R, EEGRIER LN E AR
Fo, FRULBERFEEAKELLLLEGRANEIE, 2@,
ST ZAKBEELENEYSH BRI piEmE,
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5, SEEHAEEFHEBMR RSA RIS EHRESEEER

x47: ETHH RSAZED

BE—RRHFHFRF, FERFAAEE, T KFEEEFHERLY
AR T —Ar Hk, AR 10 M FZ T E AT 48 42 F X4
o 1% H KB R AT B0 R O, ARG AR T A9 A1 5 A R T A AR
Bt o B B 4JRA569 NISQUaR & b 502 ) & T i+ B ALey =k

& F 4% 29

T RAR AR, ZHFAK T4 Schnorr H %
k¥, R REETFAEMMEALE X (QAOA) k4L Schnorr
Hok b RALN 69, ARG E X0 E .

RN R AT, A XA &, KA1 2 Ao 3t 5 4 1961 (11
12) . 48567227 (26 4%) 4= 261980999226229 (48 4%) #4T T H X4
i, ERFTETRAEEZ P ANERT 3,54 10 4~Z T4, T 48
{269 %%, 261980999226229, &AMIEAIH T A EWETi4&F A —
Tk E R AR KL,

1% B X AF H ke = Tt AT Ak AR B AL 32 & K69 K 5 fF
Bl AL, T AEATAR ) % B T AR A7 it H AL 3B A= R 4669 RSA-2048 7o 2% 77
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%4%77: NIST ASCON

£HBERARESERFRLE (NIST) &£ 8 =4, %A ASCON &
IR B Fe PN H R RPN RAFERL L, ATHRSRELFE M,
BHEPARBERELF TR, BEFRRELERRYP A4 TR
AR 10T (BBRE) &4

INAAG R R R A B R AR RARRAT R R R, BT T REA.
“IFREIET R R AR, UK R T A i fe R BRI ALE &
Bl BB IE . M HiFmiz 65, LHRBL, FRHaRFEMEFERAESTT
RAPAMG B EXRT &, XREENIFGEITERE a9
RAKAY 1+ H A8 77 3R 9% Kom 5 69 H ik

ASCON #%it A$# K% NIST 49 57 AR EF I RMERE, ML
0y A R BAT T LB R 20 HT, Kt MK E R, AR TR
BRI LB 69 B . AN B AN 2019 FFF4E, M ETWF,

NIST %7=, FirA 10 & NEH AR & I ABARBR & AR 69 AR M
At, mEX A IIARRAFEM, XEFRLEFTHFIEF EHE, ASCON

KRALEAFRMEE, BACEAEREFR, LA RD], T, £33

AR AE b g B, JF HAE0H BT AR
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VAq Ag y PGy Py Cia PGy T
# A AN TN G N G q
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IV|K|N 0* |TKE “_’o:ﬂli “_J EKTIO* K
Initialization Associated Data Plaintext Finalization

(a) Encryption &, , 5

s PGy PyCa P T :

5A1 As ' . T
49O [y I 1 . A U 4 S A
p° pb Pb pb pb p° -
s : E R—— - - R - ‘ :_m_
1 Uy
K

Y
r

Iy
1
.~/ ! P

IV|[K|[N 0%[|K: 041 K]|0*

Initialization Associated Data Ciphertext Finalization
ASCON #4705 Fo fif 25 3 AE A2 X (NIST)
NIST 173 ¢ 3 % 25 28 A % A A (AES) A= SHA-256 | T —#% A i

2R X L EF T RA R AR S

(kB : bleepingcomputer)

7. ERMEZMLE, NIST B FEEEDXHR

%413 : Crystals - Kyber

WH, BBRZEEIFRFATANRE®L, FRLRE -4
AP 2% W 25| 45 75 k3% )3 57 5] ”(Recursive Learning), FFif i3 B A 1A
FmdZ 8, FATHERERHAAREFARTEINISTWATETH
2 5z e vk 2 — Crystals - Kyber & 5 W a9z 55, vig

T 99%a9 4 F A P Ik BT 13 8-4% (message bit),
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Breaking a Fifth-Order Masked Implementation

Crystals - Kyber 2.4 NIST & 4 47 £ 4L 49 2

of CRYSTALS-Kyber by Copy-Paste

Elena Dubrova, Kalle Ngo, and Joel Gértner

KTH Royal Institute of Technology, Stockholm, Sweden
{dubrova,kngo,jgartner}@kth.se

Abstract. CRYSTALS-Kyber has been selected by the NIST as a public-
key encryption and key encapsulation mechanism to be standardized.
It is also included in the NSA’s suite of cryptographic algorithms rec-
ommended for national security systems. This makes it important to
evaluate the resistance of CRYSTALS-Kyber’s implementations to side-
channel attacks. The unprotected and first-order masked software imple-
mentations have been already analysed. In this paper, we present deep
learning-based message recovery attacks on the w-order masked imple-
mentations of CRYSTALS-Kyber in ARM Cortex-M4 CPU for w < 5.
The main contribution is a new neural network training method called
recursive learning. In the attack on an w-order masked implementation,
we start training from an artificially constructed neural network M*
whose weights are partly copied from a model M“~! trained on the
(w — 1)-order masked implementation, and then extended to one more
share. Such a method allows us to train neural networks that can recover
a message bit with the probability above 99% from high-order masked
implementations.

%R i B8 Fa 58 4

JEES

L, B AR AN E K& m(NSA)IEE A T B K2 b R4

AFAEFE

Bl 4B 17

T & MFE A HEA AR N e9IE 1318 5Kk 1
52 I 693X &G B R #,

AL H ok B, iXAE 13 1F4E Crystals - Kyber 3143 18 s & 69 K 4L 88

Fa913 8,

2 KA F I a9 5F 50 A IATE P 69 4R b —Ab 4 Bl i )2 5 3] 8%

AP & W 251 %5 77 & (Recursive Learning), HeATAA 493249 2 M 25T

Sl 4k, X — MR E LG T HBIKH a9 2

N

SN

FhAb R M kAR TR K Bl RGESRATH E 2 5 W,

W) Nenencans
@g )y 260z KEE
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