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g A ik 2 — Crystals - Kyber & % 5 #2569 M 1218 &, Ad T
99%49 L F A o & BT 43 B:-4% (message bit).

Breaking a Fifth-Order Masked Implementation

of CRYSTALS-Kyber by Copy-Paste
Elena Dubrova, Kalle Ngo, and Joel Gértner

KTH Royal Institute of Technology, Stockholm, Sweden
{dubrova,kngo,jgartner}@kth.se

Abstract. CRYSTALS-Kyber has been selected by the NIST as a public-
key encryption and key encapsulation mechanism to be standardized
It is also included in the NSA’s suite of cryptographic algorithms rec-
ommended for national security systems. This makes it important to
valuate the resistance of CRYSTALS-Kyber’s implementations to side-
channel attacks. The unprotected and first-order masked software imple-
mentations have been already analysed. In this paper, we present deep

learning-based message recovery attacks on the w-order masked imple-
mentations of CRYSTALS-Kyber in ARM Cortex-M4 CPU for w < 5

The main contribution is a new neural network training method called

recursive learning. In the attack on an w-order masked implementation
we start training from an artificially constructed neural network M
whose weights are partly copied from a model M“~! trained on the
(w — 1)-order masked implementation, and then extended to one more
share. Such a method allows us to train neural networks that can recover
implementations.

a message bit with the probability above 99% from high-order masked
Crystals - Kyber €.4% NIST it A 4547 /& X 49 47 e 55 Fo 55 47 31
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Technology Adoption Roadmap for Security and Risk Management 2022-2024

CASBs
Application Piloting . Cloud WAAP
Shieldi
Sl UEM .
. Endpoint
Detection and
Mobile Responze
APl Security Threat
Testing Tools Defense Breach
ITDR
Consent and ) and Attack ®
Preference Simulation SSE
Management Application Security 2023
Orchestration and [T pm— Network >
Correlation Access MDR 2
Digital Risk Hardware- Control Servi 5
"ab Protection based Security ervices %
k<] Services .
g %
Vulnerability  gacure Web
g Cloud Data Prioritization  Gateways Hbi -
g Synthetic Protection Gateways . Technology %
Data =
g Bot Management Already ‘ Network Firewalls  Remote g
Q. Enterprise Mobile Application . Deployed Biowear NSPM <
o App Stores Security Testing Cloud Security lsolation @ c
% Privacy Management Tools Posture Management . g
3 ASE SIEM OT Security &
Enterprise Key Web Application . 5
g Management Firewall CyberSecurity Mesh -
< Web App Device Endpt Security  Architecture $
3 . Client-side Secure Instant for Frontline Workers SASE é,-
P, : Cc icati
o on Endpoint [ .g
Protection E 2 &
Multicloud Platforms Device-native ~
KMass SCA Tools Application Security Cloud Worklcad Biometrics
Requirements and °:' oreod
Threat Modeling otection
® Platforms Serverless
. Function Security
ZTNA ;
TLS Decryption 'g‘::;';\y
Platform 1
Passive .
Behavioral
Biometrics
Enterprise Value Deployment Risk Adoption Phase

The value factor awarded to each technology

is based on the analysis of value drivers,
including improved speed and agility, enhanced
developer experience or productivity, increased
cost efficiency or savings, delivery of superior
capabilities to business and/or customers,

and enabling resilience and reliability.

o o O

Low Medium High

Source: Gartner

The risk factor awarded to each technology
is based on the analysis of potential risks
posed, including cybersecurity risk, talent
unavailability, high or unpredictable costs,
and technical incompatibility or
architectural complexity,

Low

Medium High

© 2023 Gartner, Inc. andfor its affiliates. All rights reserved. 781655_C

AT HA R

The adoption phase is determined by the
current deployment plans for a majority of
organizations. Technologies placed on the
border between phases are on the cusp of
moving into the next deployment phase.

Gartner
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