KEENF R EHA

ExRTESRE
[/27F] 360NELab-DST-0-001-20210104 e e

EXRPFEREUE

BEEE25H) 2021 FEE 1 8

(2020.12.28-2021.01.03)

AYENRRERARERITIESLEE



W

A eRBELZLNEE AN EZ TN EE LA
ABEMRE. BRI HE S A

1. T-Mobile & 4 # 4 it 55 1 & s % P & A W %15 &

2. WM - ZERIES2ME 93 T HDFEER

3. H & Koei Tecmo A B Z XK & 7 B HEME
4. )\l 2 T ™ 2 A 5 K X A 3k T ALY
5
6
7

. ZH B Sk i i % Nefilim $) % X &

. ZEMBEEE COVID-19 & B8 % X 8 R h

. Fp#1— K P R GDPR #( 51 2X 6.6 7 % T

o, ERREZLBAEARFTEEERHT:

1. B XK R %4k W 2 fmbeth 22 4 B — 1R fh K 408 th [F]

A AR R
2. RAVTE N & EIR G #4 %
3. 2020 SFEMEKRE &
4. ZERFHFEON G X R &AM
5. 2020 4F % 4 i 55 == 14 B 5 3 % Ak




BIRFYA

1. T-Mobile R E: RET CPNI (B LHNELER)

2020 45 12 A 30 H , T-Mobile # & 7 — T # 35 M T F 1+,
FEIEFEKFER, BF®ESHMAIEILEK. T-Mobile
VLRI G 7E 2018 Flt 58 T & P12 &, 7 2019 4F 58 T HfT 5%
EPWER, JHE2020 43 AMETEF 5 8HEE L.

https://securityaffairs.co/wordpress/112811/data-breach/t-mobile

-data-breach-3.html

2. WARFuMg - K HE 44 GetSchooled #5E 93 4 F
DPEMNE R

2020 4 12 A 31 B, #E4 4R, @ Bill & Melinda Gates
425 Viacom & 14| 2 1 2 & H44 GetSchooled R B T —
ANTFF AR AR, AT B ] Vi g8 A B K Y B AR 7T DA
PR E. ZRAPHET 93 AA, #ETEHEILE
(10-16 %) . —8FV)FRRF AN TERIL. . F
ViFaE R, FH, HAEE,

https://welpmagazine.com/bill-melinda-gates-foundations-charit

y-getschooled-breaches-900k-childrens-details/?web_view=true



https://www.bleepingcomputer.com/news/security/t-mobile-detects-and-stops-ongoing-security-breach/
https://www.bleepingcomputer.com/news/security/t-mobile-discloses-data-breach-impacting-prepaid-customers/
https://www.bleepingcomputer.com/news/security/t-mobile-discloses-data-breach-impacting-prepaid-customers/
https://www.bleepingcomputer.com/news/security/t-mobile-discloses-data-breach-impacting-prepaid-customers/
https://www.bleepingcomputer.com/news/security/t-mobile-data-breach-exposes-customer-personal-financial-info/
https://securityaffairs.co/wordpress/112811/data-breach/t-mobile-data-breach-3.html
https://securityaffairs.co/wordpress/112811/data-breach/t-mobile-data-breach-3.html
https://welpmagazine.com/bill-melinda-gates-foundations-charity-getschooled-breaches-900k-childrens-details/?web_view=true
https://welpmagazine.com/bill-melinda-gates-foundations-charity-getschooled-breaches-900k-childrens-details/?web_view=true

3. HA Koei Tecmo #EEREHMEME

B A % T & B Koei Tecmo T H #{ % 7 — AL &
F, AT RN fo 2 B P s A —ANBRE IR EAN T E ]
B3R, 9 T 4. Koei Tecmo BAE AT 8 PC Fn E ML
KT E 4, B3 (Nioh2» ,  «Hyrule Warriors) , {Atelier
Ryza) , «Dead or Alive) 2.

https://www.newdun.com/news/2004.html

4. R E TR EFERERRF, BELRIIHAH

2020 4 12 F 31 HRE, B AMEMALAE)EETL
AT R EE P AR R A E . REZ A B R
MEEE, KAT KNS NEI L E RS2 R EA
5], B BT 0% A R T AR R B A0 DA R 2
FaER.

https:/mp.weixin.gqg.com/s/UWmwOBNKAKW5paNRkyMXS

A

5. KW ELETHEZ Nefilim ¥ Rkt &

2020 F 12 A 28 H, X W E L EWMH#E ¥ 7 K E Nefilim
R AR RS, BEEEMERAEZ W ERT HUE.
Nefilim By Z 4 HIKE 12 AWE - NE KL H TET


https://mp.weixin.qq.com/s/UWmwOBNkAKW5paNRkyMXSA
https://mp.weixin.qq.com/s/UWmwOBNkAKW5paNRkyMXSA

. ERFFZE, Nefilim B3R HUHRAKAA T NETHS
B X, MRMBES KR THEFA. £5. EF{EEMYE
A S A o B SR

https://www.bleepingcomputer.com/news/security/home-applian

ce-giant-whirlpool-hit-in-nefilim-ransomware-attack/

6. £EMBEHEL COVID-19 H R F 2| 8 & 8+

2020 4F 12 A 30 H #MBEARE, 3 B 3O 2 Bk A0 JR S0E
7] % (FInCEN) % sk 4 @ 44 xt UL J& W 2 1 8 18 DL RO 7 0%
VAT RSN BB R R REER. B, 2l
B P o B W 540 e B, DA AR K R E(E R

https://securityaffairs.co/wordpress/112783/security/ransomware

-covid-19-vaccine-research.html

7. M — K¥HEER GDPRYF XK 6.6 FET

2020 & 12 Fl 30 B, H#— B KFH K 55 7 5 L 50
B(6.6 1 £70). HamBEMERFEERIC, L Fmildd
M FTREKRFHRT CGAABERFFOY , Kk ZER
5 B ERF ARG EE, HEREEEE =N,
https:/read01.com/azoEKBM.html#.X_GUGtgzaUk



https://www.bleepingcomputer.com/news/security/home-appliance-giant-whirlpool-hit-in-nefilim-ransomware-attack/
https://www.bleepingcomputer.com/news/security/home-appliance-giant-whirlpool-hit-in-nefilim-ransomware-attack/
https://securityaffairs.co/wordpress/112783/security/ransomware-covid-19-vaccine-research.html
https://securityaffairs.co/wordpress/112783/security/ransomware-covid-19-vaccine-research.html

Wb A R
1. BRAKE: bty EeE — R ARE 8 i /A 3k
&

BARZHE, At — S RAFEEMRESR N E X
B, RUAKEWRER T, RREXG (X TR EL2E
— WA ABEF O E IR A ETEL) (ULTHEKF(CE
)

(R 48, Anbrtly 2 e B — A ARE T 7R
FhrR, RRMELTT R, EFRARTENEEER.
URAEBEERTHUREREAZ, RAOBEFORR
R, wHES. Fik, BE. MR XEENAIRS LA
F, X TERMRKRLWE., ThnE. KEHE, 28 XES
Tk FFUF R L HRFURHATERER L,

https://mp.weixin.qq.com/s/1ZHF XsdqtXswSrSmwiEovyge

2. BRATHMAXRIARE 2

e FA it & (Privacy Computing ) & 35 7 1% 37 $L 3 A & 7+
AN F N T EARE ST HA —RERENR, £E
G N RS BEAR AR A KA, B R IR AT RN
H] DA S AT LG £ 4 o BB T A B F AR R, AT


https://mp.weixin.qq.com/s/lZHFXsdqtXswSrSmwjEoyg

REHEOEZHAARE, TodEEENE. SaTRA
HEEARFENFAEAR. BKN. BE. #@F. BETESR
B, TENNAGEAREETH. 2w AE. BEVRE. &
WHIEE. BATHEEEMN NP EEERAR, 28
RA BEALE B ZA . AR ZJE B ZAE R A EHLH L
BRI PAEANEZREMFER, MEREENEHL. A
KA B R R AR RS &2 . AR R IT & fo
TR, MK B R B S
https://mp.weixin.qq.com/s/ QfDMSDFRpNvobfWntxAWA

3. 2020 FEMERE RAHT

2020 4, EFRKTWEZAMEEEN. MM X,
BRETW D, M&5E REA2RERZES#A. TE,
RAERAIXT 2020 F B LA HEE. FN. BREKERRHE
SWEERNGIT, AWEZL2EEERN L2 30%, HK
REAMAG BRI, HEHA 29%. B, BEZAERN S
1,35 2| 15%.

https://mp.weixin.qq.com/s/M8 tjvVYL ImOfetbRm_og

4. RERERFERNA L X R RN
RTYBPARELRCERFTRZFNLZANHAREIE. &


https://mp.weixin.qq.com/s/M8_tjvVYL_ImOfetbRm_og

TERBEBRRE K, X0 “BRFZE” k¥, X5F0
B “F—REFEE” (NGAD) FH. ABMS F JADC2
BH. BRMENFREZEEA. ERFIRBEFIEFEANN
AEEBRFEOR, FE “T—RZ2FEE” (NGAD) T H
FRET RFE R R T K
REENUT Gl AR B 41 AR &8 0 By R
B. FRRAGEREHFFRE, HFERFBELEHRBRK
. AR, GNP EBHLFEERRGT “E#E. FFHE
47, FEXFRFATEENBEER LHITRE. X LH
BERASAXES, REEREEUGTENTRER, 2
Ve Bl A B AR AT R d . SR BT P4 b 3 1 R A
MBEFAHEFEMATERFBON, ¥ B i sk B .

https://www.secrss.com/articles/28444

5. 2020 A ¥ M FE =4 E B 5 F

2020 4, HIEHFEIREA™ R, L AHEE. # (IBM
2020 FHFEHFEWEY Br, HEHENTHELERNY 386
FETL(HEART 2521 Hm) . RATHAM3E CAM4A
WAE MBI 2020 FHAER AW HEREFF, CHET
108 {2438k, BmEE. B, FE. AEMTESLK
TAANERGHF; fekallZ2EEREEE 50 74



EPNMAGER, XEFEEERAAAZE (ICO) HEIH T
2.04 LWL (446 16 LT ARKT) B3THE. 2020 FHE
MEHFER MR F—, GHAEFARNRELES
HAEH %5 % =, BB R AT R0 A 5 S a3 A
https://mp.weixin.qq.com/s/ZTaGx093cgmMamh 1 G3PkdQ



https://mp.weixin.qq.com/s/ZTaGx093cgmMamh1G3PkdQ

