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ᾎ     

Õ ҉ ̆ ῤ יּ ₯ 225.6̓ ̂ WannaCrỹȂ2

₯ ̆ ҹ ̆4ȁ5ȁ6҈ҩ ₯ ↕ ᵞ̆ ᵣ ₯ ׅ

Ȃ 

Õ 2019 ҉ ̆360 יּ Ⱶ ѿ῍ ԅ 1500ᶛ יּ ₯

ꜛȂ 

Õ 2019 ҉ ̆ יּ GandCrabȁGlobeImposterȁCrysisҹҺȂֽץ

҈ҩ יּ ᶛ ⌠ԅ ᶛ 74.1%Ȃ 

Õ ּי ₯ ץ ֲ ҹҺ ῃ̆ ⌠ ₯

╠҈ҹ̔ қȁ ȁ ֤Ȃ 

Õ ּי ҬWindows 7 ̆ ⌠ 46.7%Ȃ № Ҭ̆

Ⱶ ѿ ̆ ⌠ 25.1%Ȃ 

Õ ̆ 2019 ҉ ̆ יּ⌠ ₯ ҙ╠҈№≢ҹ̔ ȁ└

ҙȁ ̆ №≢ҹ15.4%ȁ14.4%ȁ12.6%Ȃ 

Õ ּי Ⱶ ̆ ᶏ ҹ80 90 №̆≢ ⌠

56.6% 23.7%Ȃ ⌠ԅ89.8%̆ ↕ֽҹ10.2%Ȃ 

Õ ּי Ⱶ ̆97.7% יּ⌠ ₯ ̆ Ҍ

ט Ȃ 

Õ 2019҉ יּ̆ ѿ ⱴ Ⱶ Ȃל פ ₯ᶭ יּ

῀ Һ Ȃ ̆ ᴆȁ ῀᷅ȁ ȁ≠

ΐᴰ Ӟ יּ ᴰ Ȃ 

Õ 2019҉ יּ̆ ל ⱴҤ ̆ ⱴ ̆ יּ ῏

ⱵӞ ₮ԅ ̆ ‰ ȁҒҙ ᴪ ѿҩ  Ȃל

Õ 2019Ҋ יּ̆ └ᵬҍ ῏֟ҙᴪ ѿ Ȃ ҍӊ

₯ⱬ ̆Ӟל ᴪ ⱴȂ 
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ן   מіᴁẉᾢ֨ẻ⅜פֿ

2019 ҉ 3̆60ԑ ῃҬ ⌠ ᴑ יּ

₯Ȃ 360 ῃ 2̆019 ҉ ῍ ⌠ יּ ₯ 225.6҆ ̆

יּ ᴆ 1500ᶛȂ׆ ₯ ’ ҉ יּ̆ ₯ᶭ ╠

ῤ ҳ ῃ ӊѿȂ ᴑҙ ῃ יּ̆ Ӟ ῀ֲ ̆ ҹ

ᴑҙ ҹ ῃ Ȃ 2019 ҉ ̆360ԑ ῃҬ ⌠ יּ

῏ № Ȃ 

҅ɻ ּס ᵩ ₵  שׂ

2019 ҉ 3̆60ԑ ῃҬ ῍ ⌠ יּ ₯ 225.6҆ ̆

1.2 ҆ ῤ יּ ₯Ȃ ₯ 2018

҉ ̆ ᵣ ᶭל Ҥ Ȃ 

Ҋ ₮ԅּי 2019 ҉ ₯ ’Ȃ׆ Ҭ ̆2

ҹ ғ Ẋ₮ ₯ ᵞ ’̆ ҉ל ̆ ⌠ԅ 42.7 ҆

₯ Ȃ₮ ѿ Һ ҹ 2 ̆GandCrabּי ₮ ԅѿ

₯̆ ᵣ ₯ Ҍ Ȃ 

 

ᵣ 2̆019 ҉ יּ ₯ ל Ҥ Ȃ2 ҉ל

҉ ῍ ԍ Ȃᵖ ѿ ₯ GandCrabּי

Ӟ ҌῬ ̆4 ȁ5 ȁ6 ҈ҩ ₯ Ӟ ҹ Ȃ 

ԑɻ ּס ꜙ ‟ 

2019 ҉ ̆360 יּ Ⱶ ѿ῍ ԅ 1600ᵝ יּ ᴆ ₯



 

 2  

ꜛ̆ῒҬ 1500 ᵝ ҹ ⌠ԅּי ₯Ȃ 360 ῃ

̆ יּ Ⱶ҉ ꜛ 300 ᵝ ᴆ Ȃ 

Ҋ ₮ԅ 2019 ҉ ̆ 360 ῃ יּ Ⱶ̆ ֜

יּ ’Ȃῒ ṿ₮ 3 ̆̓̀ 173ᵝ יּ ̆

6 ᴍ῍ 97ҩ Ҭּי ,₮ ῃ יּ ᵞ Ȃ 

 

2019 1 3 יּ̆ ̆Һ ⌠ GandCrabȁParadise

ץ GlobeImposter ҈ҩּי Ȃ 2 ⌠ 3 ̆ ԍ GandCrab

Paradise יּ ᶏ Fallout Exploit Kit≠ ₯ Ҍ Ҭ Ȃ׆

ᶏ 1 ⌠3 יּ ѿ ҉  Ȃל
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Ҏɻ ּס ⅎ  

Ҋ ₮ 360 יּ Ⱶ ̆ ₮ 2019 ҉ יּ

№ ̆PC Windows Ҋ GandCrabȁGlobeImposterȁCrysis ҈ יּ

̆ ⌠ԅ 74.1%Ȃ 2018 יּ Һ ᴑҙ

₯ ̆2019 ҉ Ҭ̆GandCrabȁParadiseȁStop҈ҩ ₯ҩֲ Ȃ 

 

ɻ ᴶ  

Ҋ ₮ԅ ₯ יּ ’̆ ץ ₮̆ ῀

᷅ҍ῍֣ ᴆ ⱴ ׅ ңҩҺ Ȃ ץ

ᴆ Ҍ ѿ ᴰ יּ ̆p 2018 Ҭ ֽ5%,⌠2019҉

ԅ16.1%̆ ҉ Ȃ   
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҇ ן  ᴩḱ⅜פֿ ֫‘ 

ԍ יּ Ⱶ Ҭ ᶫ Ḥ ̆ ױ 2019҉ יּ

₯ ֲ Ạԅ№ Ȃ № ̆ɰ ץ ֲ

ҹҺȂ ᵬ ȁ ҙ↕ ׂ יּ ҍ̆ץ

ҹ Ȃ № ↕ Ҭ 80 90̆ ≢ᶭ ץ ҹҺȂ 

҅ɻ ⅎ  

360 ԑ ῃҬ ̆2019 ҉ ╠ Ҭ қ

17.8%Ȃῒ 8.4%̆ ֤ 8.1%Ȃ╠҈ ԍқ ѿ ȂҊ

₮ԅ יּ ╠ ҩ ’Ȃ 
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2019҉ № ҊȂῒҬḤ ֟ҙ ֲ

₯ Һ Ȃ 

 

ԑɻ ₵ ⅎ  

ԍ יּ Ⱶ ̆ יּ ҬWindows 7 ̆ ⌠

46.7%ȂῒҺ ῤᶏ Ȃ

̆ ҩֲ ᶭ ̆p 2018 ῃ ץ 2019 ҉ ҩֲ

Ⱶ № ̆ 2019 ҉ Ҭ̆ Ⱶ יּ

҉ ԅ 3%Ȃ Ⱶ ᵬҹ ₯ Ȃ  
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Ҏɻ ҟⅎ  

Ҋ ₮ԅ יּ ₯ ҙ№ ’Ȃ ̆

2019 ҉ יּ⌠ ₯ ҙ╠ №≢ҹ̔ ȁ└ ҙȁ ȁԑ

ȁ Ⱶҙȁ ҙȁ ῏ȁ֜ ȁ ᵟ ȁ Ȃ 
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ɻ ⅎ  

Ҋ ₮ԅ360ּי Ⱶ № ’ȂῒҬ80 56.6%̆

̆ῒ 90Ȃ Һ ԍ ңҩ ╠ ᵬҬᶏ

ֲ Һ ᵣ ῒ̆ ԍῒז ̆ ῒ יּ⌠

₯ Ӟ ԍῒז Ȃ 

 

֒ɻ ⌡ⅎ  

Ҋ י360ּ Ⱶ ≢№ ’Ȃ 
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Һ ԋ ̔ῒѿȁҍ ҹ IT

ҙ IT ᵝ ԍ Ȃῒԋȁ ⌠ ̆

ᴪᴨᾢ ꜛȂ 

῏ɻ מ ‟ 

Ҋ ҹ י360ּ Ⱶ ט ’Ạ₮ Ȃ 

 

̆ Ҭֽ̆ ԅט2.3% ̆ 97.7% ט Ȃ Ҍ

ט ↕̆ ט ᴪḤ ԇ ΐ Ȃ ῒ

̆↕ ԍҌ ᵞ Ȃ  
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ѕ ן  ᾢ֨⅜פֿ ֫‘ 

2019҉ יּ̆ ᵣ҉ ԅC&C Ⱶ ᶏ Ȃ ӊף ῤ

ץ ̆ ԅ C&C Ⱶ Ȃ ᴰ Һ

ҹԅ Ⱶ ῀᷅̆ ῒҬ פ ₯ Һⱬ῀᷅ Ȃ 

҅ɻ ⅎ  

Ҋ ₮ԅ ⱳ № ’Ȃ ₯

̂ ҹ Ⱶ ̃ ῏ № ̆ № ’ҌῬ ̆҉ ҍҬ ₯

ᵞ̆ ₯Һ Ҭ 15 7 Ȃῒ ѿ ҹ ҩ Ⱶ ֲṿ

̆ ⱳ῀᷅̆ ѿ Ӟ ῀᷅ ҍҬ ῏Ȃ 
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ԑɻ ₵  

Ѓ҅Є ת ₵ 

פ ₯ᶭ ╠ ҹ ₯ ᶏ̆ ԍ פ

פ Ȃ Ҭ ⌠ פ ₯ Һ̆

ȁSMBפ ȁפ ᶛ)פ MySQLȁSQL ServerȁOracle )ȁ

Tomcat ȁphpMyAdminפ ȁVNCפ ȁFTPפ פ Ȃ פ ₯

ⱴ ’̆Ӟ ₯ ’ ᵝȂ 

פ ₯ ҹ ᶏ ̆ῒ Ҋ₃ץ ̔ 

ᾢ̆ פ ѿҩ ῃ ԅ̆p ╠ׅ ᶏ

ԍ פ Ȃפ ῒ ̆ ῃ ȁҌ Ӎ ῃ ѿ

̆ ѿ֓ Ԋ̆ ᶵ ҹ Ҍᴪ ₯ Ȃ ѿҩ

ᶏ Ҍ Ҭ פ Ȃ 

ῒ ̆ פ ₯ ΐ ̆ Ὲ ≠ ΐ ᴧ ̆ ₯ ᵞ̕ 

Ῥ ̆ ᴆҍ Ⱶ̆ פ ₯ ⱬ ̆ ҉ ῃ

ᴆӞҌΐ פ ₯ ⱬ̆ ₯ Ȃ 

פ ̆ӞҌ ҹᶏ ԅ ԍ Ȃᶏפ ̆פ

Ӟ ѿҩ Ȃ № ᴆ ̆ ῤ ̆פ ҩ פ ₯ ̆

ҩ Ⱶ ᶏ פ Ӟ̆ פ ѿҩ Ȃ ̆ ῃ

פ ₯ Ȃ 

№ ̆ פ ₯ ҹᴰ יּ Һ Ȃ

360ԑ ῃҬ פ ҉̆ ₯

370҆ Ȃ ╠ יּ ̆ GlobeImposter̆ GandCrab̆ Crysis ≠

ѿ ᴰ Ȃ 

׆ ױ יּ ₯Ԋᴆ ̆ ѿ ̔ ᾢ

₯ ԍῈ Ⱶ ̆ ѿ ̆ᴪ≠ ẠҬ ̆ ῤ

ῤῒז ₯ ̆ ῤ Ҭ ѿ Ȃ ѿ ӊ ̆ ᴪ ֓

῀ יּ Ȃ ̆ ᴪ≠ ֓ ῒזῈ ₯Ȃ

̆ ⌠ ₯ ᴆ ⱴ ̆ Ҭ Ȃ 
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ЃԑЄ ᴌ 

ľ ᴆĿ ₯ ѿ ₯ ̆ יּ ᴰ ҬӞ Ȃ ΐ

ⱬ ᴆ ȁῤ ȁ ᴆ ̆ ᴆ̆׆ ₯

Ȃ Sodinokibi יּ ̆ ᶏ ᴆ ᴰ Ȃ ₯ ᴺ DHL

ᵣҬ ᴆ̆ ₮ ̆ ᴆ ᴆҬ ľ

Ŀ Ȃᵖ ῤ ᴺ יּ Ȃ 

 

ЃҎЄ ⌐ ғ ᴌ ₵ 

ѿ ῃ ╠ ≠̆ ₯Ӟ ῃ ӊѿȂ

╠̆ ᴰ יּ ȁ ᴆ ̆ № Ὲ ғ ḱ

ԅ ῃ ̆p ᴪ Ҁ ᴆ̆ ץ ᶏ ḱ

̂Nday ׅ̃ ױ Ȃѿ ≠ ᴇṿ ₮ ̆ ᴪ ⱴ῀

⌠ ₯ ΐҬȂľ ӊ Ŀ ΐ ῒҬ ѿҩῖ ף ̆ῒ ᴰ WannaCry

יּ Ȃ 
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ԍ № Ⱶ ᴪ № Ⱶ̆ ѿ ȁ ҈

ḱ ̆ ₯ ӗ ῀Ȃ ∆ alanwalker יּ ̆ ₯ Weblogicȁ

JbossȁTomcat Web ̆ӊ Web ῀᷅ Windows Ⱶ ̆Ҋ יּ Ȃ

ׂ ҉ ̆ ₯ ̂ №↓ҽ̃̔  

Confluence RCE CVE- 2019- 3396 

WebLogic ↓ cve- 2019- 2725 

Windowsῤ  CVE- 2018- 8453 

JBoss ↓ CVE- 2017- 12149 

JBoss CVE- 2010- 0738 

JBoss CVE- 2015- 7501 

WebLogic ↓ CVE- 2017- 10271 

ľ ӊ Ŀ ῏  CVE- 2017- 0146 

Struts ף S2- 052̂ ֽ ̃CVE- 2017- 9805 

WebLogicᴋ ᴆ҉ᴰ CVE- 2018- 2894 

Spring Data Commons ף CVE- 2018- 1273 

ׂ 4 3̆60 ῃ ⌠ ≠ Web ᴆ ₯ Ⱶ

̆ ῀ľ Ŀּי Ȃ ₯ Һ ᶏ ѿҩ 4 Weblogic ף

̆ ҹ Ҁ ľ̆ Ŀ ᴪ Ȃ 

 

Ѓ Є ₵ 

₯ѿ ץ ױ ѿ ₯ ̆ ₯ ̆ ῀

ף ̆Ӟ Ȃ ̆

Ӈ ֓ ̆ Ȃ ׂ 3 ᴍῬ Paradise

יּ ̆ ᴰ Ȃ ₯ ᶏ ԅ ҉Ὲ

Fallout Exploit Kit ≠ ΐ ₯̆ ≠ ΐӊ╠ ᴰ GandCrab

ѿ֓ῒ ᴆȂ 




























