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Sir/Madam,

In the attachment you can find some information about foreign policy of Donald 1. Trump

"Alistair" BORCHERT

CAPTAIN, USA Navy

IMS Cooperative Security Division
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HOTEL RESERVATION WITH GUARANTEE

Hotel name :

Guest name :

Guest nationality :
RESERVATION INFO:
Number of guests:
Number of rooms :
Room Type:
Check in date :
Check out date :
Credit Card Information

Card type : [

Card number : [

Expiry date (mm/yy): !

Cardholder's name : [
Cardholder's address :

FRONT COPY OF YOUR BACK COPY OF YOUR
CREDIT CARD ( must to be provided according| CREDIT CARD ( must to be provided according
to the hotel) to the hotel)

| agree that one night room rate in fair period compensation per room will be charged for amendment or
cancellation once reservation confirmed and one night room rate in fair period penalty per roomwill be
charged forno show or early check out

. Signature:(same as appears on
card) Cwritten by hand? date:

“Your Passport Number:
Your Email Address:

Your Fax Number:

Your Telephone Mumber:
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My story

Last month, 44 children died at sea trying to cross to safety from the Middle East to Europe. None of
them made world headlines. The world has moved on since the body of 3-year-old Alan Kurdi washed up
on a Turkish beach, briefly focusing the globe’s attention on the crisis. According to Google Trends,
searches for the word “refugee” have already declined by more than half.

~ Every single one of these stories throws me back to a dark time in my own life, a time of helplessness
and fear.

After Weeks of Bloodletting, U.S. Reaches Deal on...

After some of the most intense fighting between Syrian government forces and rebels in months, the
United States and Russia announced a new...

Promoted By

-
| was never a refugee, but | could have been. For the first 12 years of my life, | lived in a no-man’s land in
Beirut, on the front lines of a war that ravaged my country. | was born two years into the 15-year
conflict, and bombs and shelters seemed normal to me while growing up, just part of everyday life, like
having breakfast and going to school. We had no power or running water for days on end; stray bullets

o periodically were fired into our apartment. Men with guns camped out on the ground floor of our
building for years.

©

| often get asked why my family never left — or more pointedly, why my parents kept us there, dodging

PAGE 1 OF 6
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FHhE WNBEXRRK

2017 5 5 Ay, AKIEZ EEHRGHUHEE (WannaCry) SEEAER, FE
150 AN, 30 £ 2 EHEBEMRRME S, BT, E. el BE
SAT U 32 B KR o R 2 B DA W ok B gy, 32 B AN
Bh 7 B4 21 Shadow Brokers (G2 7228 N) TEMIZE LAFFH), FEFR2&ER
E 5 2245 (NSA) i R RERZH 4 (Equation Group) FTH & I M 48 ik 28,
RIZE KR M SRR A ] TR BRSNS TEEEHRES, MPANRH I, £
ViR Ak, R SEF 2B ZIRT AR A LAk IE 2 3 AR X — e I
FIFH G2 e (0 AR, bR 4 ZE KGN IR IR B, AL A
A IRHE— B IR APT Mots 5 b A R B

MWATFBURIAE , 2017 SRtk (190 2% s e A i 4 Uk B ZA PIAS, —A4
redEpRsE NSA BET T FERAL, J1— MERZERETER (CIA) BRI
WL AE R G . FTIFRATEIE A 285 NSAL CIA 3 KB AU AR 5G 1) I 25
s BE AN MR, AR BT 2% ZE K IR AL BT 5 %

—.  EEl NSA MK 2z TE Mt

WA N FAE 2016 4 8 H BT UAXT AL HRFR 2 NSA I 2% i3
B TR, AL AR 7 EH SN REs, FEE GitHub AJF
sz, BEJE, BrESNRgsms 7 raa NAEIN, AFF 7 NSA 4%
R LA ARG, A5 AR R DanderSpritz. Bl HESE, SR F—A
MSGID & AT, TESE NSA T TR 577 12 XA Bt A% 8 TR

T mrewauk | TagMaker hops:
4

NT Product Dat:

1. The Tag Maker is separate from the Project Tracker. Any servers/domains that were
added to one must also be added to the other. Buttons on the left allow you to add
tags. domains, and servers.

2. To add a tag click on the “Add a Tag" button.

3. Add in the Project Name (all caps), select the server, add a TLN or a place holder

“[TLNJ/[HMAC]" if there is no TLN (if the Op will be using HMACs), and MSGID.

For MSGID you can use either a normal MSGID from \\Nfs9\foxacid\docs

DeploymentCategories.xls

5. ORif the project is going to be using SECONDDATE, you must use the
“ace02468bdf13579” MSGID. This is mandatory in all SECONDDATE operations.
This creates a date time stamp when the tag is being used. This time stamp prevents
constant re-exploitation from the target hitting the back button in their browser

6. To reference other tags on the server, click “View Server Tags™
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CVE # Usage

CVE-2017-0261 EPS “restore” Use-After-Free zero-day

CVE-2017-0262 EPS Type Confusion zero-day

CVE-2017-0263  EOP used with CVE-2017-0262 to deploy GAMEFISH Payload
CVE-2016-7255  EOP used with CVE-2017-0261 to deploy NETWIRE Payload
CVE-2017-0001 EOP used with CVE-2017-0261 to deploy SHIRIME Payload
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DI AR A% ], AN A SSHI F AT BeATI AR 2 I AT — B[]

3 HE

B 7T TR A IX L EL AR R IR, T LAE APT ZeaiH F G Office
TR TR T CVE-2014-1761CRTF fifgfr o i 202 8 50O T b a5 € (1) RTF
325 1) - SRR A 425 1) P9 A DA 28 T 6 80 R P HE 8 S P47 00 T i S R AT 58
MRS FE IR HI 2 4h, M CVE-2013-3906 (TIFF fiftffr o (s i ) 25—
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2017 EhESRIFEMEA (APT) RRE

B Oday BF 4R FH A ActiveX W5 i H 15745, CVE-2015-1641 (RTF fi#
Mo (r 2R AR YE ). CVE-2016-7193 (RTF it ik %) . CVE-2017-
11826 (OOXML f@ At IZRANRIE ) 55— Bl /M0 521X Fh 5 iR 345 X
EIP Fi#zd, SRIBARRE, BT BRI R W K.
XA EE A S A RCAE R EXP, [AHEESEN msver71.dll,

msvbvm60.dll 25345 7 5 ASLR KB4t ASLR, Office 2013 DLJ5 L& 5
HPR A TR ASLR AEHLE dil bk BELAL, ZEARLE Office 2013 % i kA

ST S A
=g EH =R o
, _rels 2017/10/17 19:24  3rid==

|| activeX1.bin 2017/9/17 17:12 BIM 325 2,050 KB
|| activeXT.xml 2017/9/17 17:12 XML 30 1KB
|| activeX2.xml 2017/9/17 17:12 XML 30 1KB
|| activeX3.xml 2017/9/17 17:12 XML 37 1KB
|| activeXd.xml 2017/9/17 17:12 XML 30 1KB
|| activeX3.xml 2017/9/17 17:12 XML 30 1KB
|| activeX6.xml 2017/9/17 17:12 XML 37 1KB
|| activeX7.xml 2017/9/17 17:12 XML T 1KE
|| activeX8.xml 2017/9/17 17:12 XML 30 1KB
|| activeX9.xml 2017/9/17 17:12 XML 37 1KB
|| activeX10.xml 2017/9/17 17:12 XML T 1KE
|| activeX11l.xml 2017/9/17 17:12 XML 30 1KB
|| activeX12.xml 2017/9/17 17:12 XML 37 1KB
|| activeX13.xml 2017/9/17 17:12 XML T 1KE

TEIXAEIRE LN CVE-2017-11882 XA e i@ AT Office AT
Windows fR A& MRS 28 T2 €5 7, £+ CFEAHRIFELMW
EQNEDT32.EXE & A K AT A il S fift 165 1t , POC A AT J 3h HH B34 Cobalt
1 APT34 fE NI ZANH R, X2 D 528t B ARAS 5 >R 1 vl i

BARBRATR I IX L3I 1R £ R OLE (Object Linking and Embedding,
REESN) B EERAHAKR, HLENTREE L KA B 5 OLE
XGRS IAI . 2015 4 BlackHat b Haifei Li A1 Bing Sun fif 1 K
Attacking Interoperability:An OLE Edition fyE o, )75 5 Office Jwila 11 Al
7 ERERDS o SRR, OLE HLIFE Office Hriflt 1 EUR BBt i .
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To Employees: Benefits Enrollment and Payroll Set-up
ACTION REQUIRED

PAYROLL SETUP

WHAT YOU HAVE
TO DO
DESCRIPTION HOW YOU GET IT DON DEADLINE

P Il Schedule, Ti
Read ayroll Schedule, Tips. payroll nformatien NZA

=-
M
Summary Enroliment 7/01/2015
Form.pdf

A/R Complete and submit Benefits Summary Enroliment Form

% T ARG 1% A VBA 2.4, DDE (Dynamic Data Exchange, #hA%dE
TR HARW R 2017 EHHAGA . DDE fYF Office N IR FE I HAB AL v
WG B X R E M AT LAZE Office M AR FRo it B A . R
—IF R FHAIT A, (B2 7E 2017 4F 12 A 4N TH25H T DDE #pil.
FBRGEBARFEA P AZH, HREATRERIRNE, KRG KEHP
FiE. 2017 & APT28 5 A ] DDE £ R M A BB Filk Kk ah T Wik

BATEER T APT28. APT34. FEEIR L4 AU B 7 24 Nday. fTbA,
S SRR T8 2 AR H BB RSRBR T HTH Oday < 4, 1% CVE-2017-11882,
CVE-2017-0199, CVE-2017-8759 %5 Jf BE i B, &) T-#aid, fih A ag BT IRPRS
2N APT AR ik .

—. EEABERMNEEEE

2017 4F, TEmBBGHAHL, WrBR2 M — A WannaCry, 12
FinSpy (X4 FinFisher 5{ WingBird). CVE-2017-0199. CVE-2017-8759.
CVE-2017-11292 %5 Z AR # 8% F k4% FinSpy. FinSpy X4t 7%
FERRMLRY, FEHIEH IR BN ET RS, SRR WL —8E. 1t
Ab, TE 2017 4, WAL T FH AR 1 53 M FORH 14t A1 B S 35

VM instruction
parameter

Ak, WEELE. APT34 EHZVECR A T DGA Sy kikEEAT I . H Rk
F, AFFNLES 2 B o H AT R A & — AR R T 7

= HoisREZFEBHECOE
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2017 EhESRIFEMEA (APT) RRE

2017 4,i089.3.5 HEHEAM T =24, B = X kIR, B )5 Citizen
Lab & AT SC#45 H X =/ Oday # F T4 % Eeik B AR AR S5 T T o

2:41PM

< Back (6) +45 609910233 { Messages (6) InfoSMS

Aessage
Text Message Text Messag

Today 9:38 AM Today 1:44 PM
b cadas e Sana sl | gpihlel quial oe Baaa 5l
DURSILL: Uyl Gy i Dttps:/ : dyall s o
W :
3589003s/ 9573305s/

2016 4, 360 i &A1 % T APT-C-15 ( AT 4R+ . 2017 4£ 12 A
Trend Micro & A 45 25 FR7E — L6 B FH B8 ik AR R I T s A7 IR 265 ) S D R R 0
M. % AnubisSpy Fil Sphinx SR 1 SCAF R 2 AT AR AU . fife
json A AL IIE AR . JERIG C2 RSS2 AARMLR H AR BEAR, Fasgl
FANNH S APT-C-15 () NE W4T 304 55

"name": "plugins”, "name": “"plugins",
" _children_": [ " _children_": [
"name": "plgcmd”, "name": "plgcomm",
"_children_": [ "_children_": [
"value": “explorer.exe", "name": "enabled",
"name": "procname"” "value”: 1
"value": “puggree.dll”, "name”: "checkcmd_interval”,
"name": "binary_name" "value": 600
"value": "birthright.dll", "name”: "comm wifionly",
"name": "vinary_name32" "value”: fals
"value": 5, "name": "comm_chargingonly”,

"name": "timeout" "value”: fals

AN, BT 24T 3R 3 T Lazarus ff #2508 2 e EAT ik
360 PR AR HC7E 2017 4 42 2018 AFE A1) S J 1 R I WU 1B 2H 24 (APT-C-23)
A4 RN (APT-C-27), WEMER3mE R T HE X H HAx. Trend Micro
B 5 R AT AR — PP R T ORI (APT-C-23) i1 H #2178 & 31k
VAMP []—AN 280

L4 APT 473) £ 2R E XS Windows RGE#EAT Meily, MWMAHT
Android A1 i0S WA &t sl 18 ge & sm Ml BRI BT, NI S EBUR AL
Wili HAr BB a2 sl . X TA2 a0 T ok, Fp A LA B Ia) i
RN PARA B B M Bl v b R 1B B 5 B AALECN A LK
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T R 26 [ EE S AR EL AT e A5 2, Bl i s AR —FE, (HEATR SR E
T, T AT RE L ERATA YA SR R

M. stxEmTI ARG FRSHEN

BT AT B — B APT MUEE fi HAs. Lol FINT 52— A~ g
45 B AT L) APT ZHE8. IT4ER, B T84l f SO PRS o FBE
bb, = APT AT ATM BURHL, b HER AR, 2017 45K 0 EE
—Fa R TR HEN X ATM OB S IEfE AT RS, 2016 4F 7 H, KES
LX) S E—RATIE T 20 Z2F 0T 41 & ATM HUE SRR LG, #
% 8327 i, HENZRCOEMWIR, ISILIREEE N IR K 74

¥R 2

mj_/TJ\Iﬁo

2017 4F, hnE R AE R RREZE TS B R A AZ R S &
LEWE, APT AZIthAT | 7 XAk, FireEye 7F 2017 SEstR 1 — R &
(Why Is North Korea So Interested in Bitcoin?), A JyE 5 3z 1920 2418 55
HUBAN TR T, 5O e [ bRt 2 i 3 10 F- B . FireEye N, 2017 SRR
i E i B kAT 17— R 08B s Secureworks 13K 7R Lazarus X2 —
FINE5 5% T &) @ JF 0 X Bdi; Proofpoint (4R & L PE4NHEIR T Lazarus H1k
M2 GEIHL.

SO, M i G n R e A AR B v, DAME N A Loy
MR BRI 2R R UK R B CE KRN 5.
HIR A AT LX) APT AN S EAICIE T FRFE B, (H X Rl
Rk T REAS SR SRARAC I 8], PR JH e ] AT 2 X 7 T (1 8k 7 A e

. APTEZLEWEIF—NMAHER

APT T Al APT A AT R FEma 2 FA 1 — N NS . APT Bt
—RRE O AN, SR 2017 4 APT28 b XHP IEAT Wi Fhfk
GATIEAT T Bt

J# 442 BRI WannaCry Fl12% Petya 3 J5 - tHER R 424068 APT KI5
Google MIHFFE A KIN, 2017 4 2 FH—/M5EfL WannaCry B)5-HH iR A Al
Lazarus FIFEAS 2 8] B A — & AR LA -
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2017 EHhESRIFEMEM (APT) HARRE

ESET FI-REHEEHIREES Petya (%5 BT rlHE/Z BlackEnergy, %
Petya N % ¥ SCHHY JE 4 14113 5 2015 4F BlackEnergy ) KillDisk #2 # fF
FEH AL

ExPetr 2015 BlackEnergy wiper sample

.3ds, .7z, .accdb, .accdc, .ai, .asp, .aspx, .avhd,
back, .bak, .bin, .bkf, .cer, cfg, .conf, .crl, crt,
.csr, .csv, .dat, .db3, .db4, .dbc, .dbf, .dbx, .djvu,
.doc, .docx, .dr, .dwg, .dxf, .edb, .eml, .fdb,
.gdb, _git, .gz, .hdd, .ib, .ibz, .io, jar, jpeq, .jpg.
Jrs, js, kdbx, key, .mail, .max, .mdb, .mdbx,

3ds, .7z, .accdb, .ai, .asp, .aspx, .avhd, back,
bak, .c, .cfg, .conf, .cpp, .cs, .ctl, .dbf, .disk,
djvu, .doc, docx, .dwg, .eml, .fdb, .gz. .h,
hdd, .kdbx, .mail, .mdb, .msg, .nrg, .ora, .ost,
.ova, .ovf, .pdf, .php, .pmf, ppt. .pptx. pst. .pvi,
Y. .pyc, .rar, .rtf, .sln, .sql, .tar, .wvbox, wbs,

.mdf, .mky, .mlk, .mp3, .msi, .my, .myd, .nsn,
.oda, .ost, .ovf, .p7b, .p7c, .p7r, .pd, pdf, .pem,
pfx, .php. .pic, .piz, .png, .ppt, .pptx, .ps, .psl
pst, .pvi, .pvk, .py, .pyc, rar, rb, rtf, sdb, sdf,

vcb, vdi, vfd, wvmc, vmdk, wvmsd, vmx, vsdx,

sy, work, .xls
sh, 53, spe, sql, sglite, .sqlite3, .tar, tiff, wbk,

wvbm, vbox, vcb, vdi, vfd, vhd, vhdx, vmc,
wvmdk, vmem, vmfx, vmsd, vmx, vmxf, vsd,

wsdx, wsv, wav, wdb, xls, xlsx, xvd, zip

FN AL AT SR ARBL, (EANSE A A . 1 B, BlackEnergy i
AEERKMFNER . BIRXIFAEH S FIEYE, (25 Petya #7252 2 HIH
W HBETBIATAR R . WaMHRH RIS, ZHAERA
TR .
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FBTE APT EISMETEXEER

FEARGEIINEN T, APT i3I M iZ e BUALRa i), 8% A B asent. HAE
2017 4, APT AHZ K Fm5ly, W55 254 ) v i) oK [ 1 g 2 1) S L LR AR 22
W EAERR AR . XA AR 3 EERIUAE LU N5 1 -

1) APT 173l 5 [E 5 (8] i Bif BE VI R

360 EHME R L IR AR, 7E 2017 48, BELL B AR 5 10 [ i 0k
1 APT 4, FEMISRIE R Z (B 40T LU AT R BOA AN 28 FE BRI, LR 28 T4
oA WAL T 5 H TR ER RS o Hor, XUR G L 5 < BN EE 1) R 45 20 A 4E 2017
A IR T i 80 8 S T SR PR A

2) APT 47shx T ZBUA IR H 35 2 2%

2016 FJEAEAT 56 [ K, DA A BN SE [ IS 2 5 48 [ 2% 51 22 (DNC)
(TR TS, AE AR — IR WAE T APT Zrali it i ZkiEia, )% B R EURUT
WA SREVEONIEA S —omE, TEMEE—mE, Moyt Es—4
WIRAIR 52 APT Xily M ELEEE M R L5 RN “ 52 H 7,

2017 4 5 H, ESET, FireEye &5 ARG T KIN APT28 T4
TR RGO, R E ORI g I N 5 5 A B SR By, FHad [R] B
ffFH 3T Office Al Windows £ Oday Jil . A&t Breh H A 1 &2 2% B A s it
M5 XA K i Mo v s 2 L 36 B RE MR R T T il T LA E IR

WVFAEARRILE, PO EFRKREESE ] APT Mok AN E 2%,
T2 ST A ) 25 AR 00 2 B2 B P 5 [ R A Rk 376 3l A T B A]
Pz, AR AR R U T IZE A E R BUA S & LR AR

3) fa DAl EN APT 35 sl ZAM S F- B

FEEEUR 2017 SEEREARATRK, R DK 2 5 %
LB, T HA B R ACBUG 2 R A B, i EA A E R & Eua
FaE A, ARX—HIX 1 APT WG3h5E 1 T B INBRFR I B .

2017 £ 5 H, WannaCry Ji 2 NI, A E FEH LG 7 P2 et « il
BT R BTG S), EIE R T I EUR A SN

2017 4F 10 A 12 H, Sl BUR RIS S EUR U B 8 AR R A i i
7 WannaCry & 8%, P ARSE 7 B3ARFITE Lazarus i3k . 2017 £ 12 A
22 H, WAEESNZEREST WannaCry SEAFAF H [BIRIFR: 28 M IX —243h 8 T
I BUA Pk, H R KBTS, TR E Bk 2 s AT P 7 B
REEBURFERC IR T U, (5 B AT 2 FFATAT 5857 M .

2R, WA IR R s R K E 2 B R i R AR
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2017 EhESRIFEMEA (APT) RRE

MEZ, Baeiid R mE R m R R I B e A 10 36 TT.

AN WannaCry J B 1) i1l 18 2 21| JiC A2 WE, £ X WannaCry I8 585 5347
CLA RN T 5t E R AN AR T

4) FRIIHURI L AL BRI A AT APT 7%

2017 4 11 A 10 H, %+ Tis APEC & iFEM e s Ih28r. 200
BT RPEEMR 2L NG5, IXUE KA S 54K GDP 1) 60%. F
HALOFEPEERER. EELS%. MHOENEENRIRZHEANS .
APEC fEtH S g2 A AR S &, [FRELE R M X 52 ) ReAE— e A2 b
A=y —B%” TS .

SR, AR 2017 4E5E =FE, KSHARERIE APEC SiUIHE %I,
THER T AR B IX ) APT ZH SR AL i [B AR 2% 22 LR HT |, il
HZHRBEEAT SR I TAEAS, DUy (1 S B £ S S Bt

F| 2017 4 11 H¥, #iAE APEC B BT bR, 38 AR HHh X ] — %K
BN RAT T — R TR EE APT BUAHNES IR . kSR T,
WEACA MGG T 5BUF . EH. AR RE. BRMEZ A MRS A X
I N 100 2 AN W3

5) APT V%t [E 8 BRI Wk o i £

T2 24 [ PR G EUAHE R, B P W AR BUR S E . SRR BT FLA5E 5 T 473
HEZM O, WHERBUG&EZERAEEY), FIHECA AR Z APT A4
BEAMBE R EZ Hbre —, JUHORREBUR R, BURBIA K APT 141,

2016 4 9 H, ZE[EZEFH 158 [ Mk Defense One RIEFR, 2 i Bx
HI APT29 BWIENIR Z AR e, BH5E 4411 CSIS (kg 5 [ by n) i
WFFER ). CSIS AE N3 E sl JRAE FE A 22, & — NS, T B 2 A P
ML, ZHGFEEAGERBUTRAEE R, JIE RSN Rk, e
1] T AH DB ™= A SR )

PRI, APT29 85 COZY BEAR, iBXd: T B m ik A 548 2 17 1)
AR B A BRM LA, [T CSIS, b AFEmME ok 2 DUR B Rl TRt 2%

Hee b, 2011 4E3E[E 22 4% FE Strategic Forecasting (Stratfor) ()& 9t
57 B i . 2012 4F 10 A, 56 E 2 7 P A ET (Mike Rogers) & 7w,
TEFE — A0 22 EBUR AR “ MG o, RERERCNE KX

2017 fELCK, BEXSEFEXGE R APT WEEh g2 . i a2 AR
A S T R AR BRSO R, A o 3844 B e i 2, HL g
TR R G A4 B RN R T R A S B H AR T
AR, BB [ BREUa AR N AL, S BUFKT AN . BUORE
AR IR, APT 2L GVEHR 35 FEl 5 1088 128 (R il 2 ORI
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iRl Zp9o APT HAFIRES a5

2017 4= 360 G o0 I 45k 46 NEHU (R EtA) RAT %
25 APT IR 104 43, 3 B AHDE APT 4141 36 4. NRLH T Ll
MR R ERETR. BT EAZ, Mhef e, 808,
\ o BRAPT
- Zi ] mEHE e
PaloAlto
FireEye
McAfee
Proofpoint
Cisco
FBI & DHS
Symantec
US-CERT
Dell SecureWorks Counter Threat
Unit (CTU)
Fortinet
Microsoft

NN NP DB O
SN

N DN DN W w o1

N
(BN

Trustwave
Forcepoint (Ji244 Websense)
ZDNet
Lookout
ThreatConnect
Riskig
ARBOR
SecureWorks
Fidelis
Softpedia
SecurityWeek
The Hacker News
The Intercept
360
Wb FELL
ZR
i)
Kaspersky
Group-IB

e N N Y = R S

L N N e e N = T = N = R = C Rl O

[EEN
[N
P NP NWO R P R PR

P NN DN W
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2017 EHESRIFEMERE (APT) IRIRE

Morphisec
ClearSky
Haaretz
Cybereason
s ESET
ReaQta
Redsocks
Fox-IT
Reuters (#§i%E4)
TheRegister
PwWC UK F1 BAE Systems
IBTimes
L YERA Bitdefender
5= F-Secure
5 E LA Trend Micro
K 6 EWNIMVHIRXSES 35140 APT ZHLZ3E B i 5 5 155 O

L)

©® P, WRFE R PP RPRRPNDNDPRPRRPR RPN

©® R, WRF R PP RPRPRNDMNNDRPRPRPR R



fiysR2 360 EUAMEIRT L

360 2 i O B A BRI ORI EL I 22 4= 8 ] 73 B 360 RERIERSL, A2
e ] A T 1 A RIRTLAS) PR EL I ) 7 i 2 A5 UL o 12 0 BAD 540
Jelf) 2 A KBE VIO, JE T 360 KA R D 2 AR, RFEI A
MO X T2 P22 4 N A BN, 38l ok i KB 68 0, SR 4 I i 175 41 117 R
B AT RIS S00T, N AHUR SR 248 F 5 5557 1 X 48 18
o T 5 i

360 I o X AR 25T 5 P HE R hittps://ti.360.net/ . AR 551 & LA
2 YT N2 7 B e BRI N B B A AR
BRI EW), BHERNE, FE s, BaRHS T, BHiRsE
55 2 P ) BRI T A 5 B I R IR 5

@ 3s0EAREOIL

RN AT s

WA A T 360 B H0

R YR
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2017 EhESRIFEMEA (APT) RRE

Bi#%3 360 KHRSLIGZ ( SkyEye Labs )

360 KHRSZEG = (SkyEye Labs) 1EFUA7 T 2014 41 H, A& 360 A ]
JHE R T TR R B 2 AR TR A0 B e AR BN o 15258 == K HE 360 A H]
ZAERAN R B 2 Y T 2 A KRB AR A2 I A, SITEIN 4  oA J g
PIRB WIR WEIFNTIE, R b A b o 72 SR 2 A AN 577 7 152 46 AT
B BME R -

360 K HR SL86: % [F) I thid 360 25 NHHE 2 4= 737t St ok 7 S8 (R e
ety SERERRALLIR, MUY IR BT T E4E 360 #r—AUBUPHER R 4t 360
SHEI G LIS E T AENK 2 B R NS RBE 220 258 F,
360 MR S48 S AT A (1 K HCHR 73477 Ik T 5 360 FHE H ) %% S Al 22 AT
77 AT R RIS, AT SE B XS ) 3 [R] B

360 RERSLI = L HIEB REIER 2N~ mE N

360 Hr— B RS, s 360 KHR S5 =M R I P BT K3
W= S B AL 5 R ILT R G 1% RGBS AR R e EiE R A7
it SIREE T, AT E. X A& HE, 5 360 2 i a i i ikt HE
KWL B B IS RARES &, SEIL T AR B T SR I, R HE
ENMABEIE. ZRGHM O ZNATBUR. &l sl BERSE
AN RBRBEAR A, FF C/ESE B PR 1 2 E K APT Budi 4.

360 BHIEM 5242 E TG, & 360 RIS =AM, THIBUF.
R N 20 e NG R B o | R VA E s o B B R g o e s N U ST
4t, fH NGSOC. iZ% ARG &ALS SOC RGN RIS Bei & i 5%
HRES), RIS EIRAE SOC RGTHEIN T BUIME TR AL A K H AR 735
S8, MM 1% R G ReS S & S e A HOR P AR . IREESRHE, BLRH
IS Re AT, BEAE T Al P I R G SRR S I 2 A M DN PR e 9
AR A R e SRR, FFRENS BX S NDR, EDR, 3E47BRig by [ i b7 Ak &
[F, R nlm B PTAEACK: Bl AL i i A 2 S S R E
N7 BILLE P, A Tl 558 B o s £ ) 2 Ui R e 5
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Bii=R4 360 IEHEIBA ( Helios Team )

360 i HHIBA (Helios Team) & 360 /2 & i 2 @it 7 41BN, IZF APT
Yo RIS ER TR 22 A AR RS0 B SR = LB 48 At A0 56 TAE
FIBARRAL T 2014 4F 12 A, B84 360 AR E e K8, 237 8
T A BRI 1 ORI ER T =R A APT 441K & H 1k,
KKIEDE T HE AR T RBE RO S, b 7 RN APT #FE2H, I
K B AR ANBURT AU 3 (it 22 4 BB vPAT % i R 07 25

BKEAR

46 : 360zhuiri@360.cn

WS AHS: 360 i HHFIBA

I e A s SOQIEEIMW o] B
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Bi#5%5 360 CERT

(&) D60-CERT

74
“ﬁ 41// COMPUTER EMERGENCY READINESS TEAM

360CERT 4:#% “360 Computer Emergency Readiness Team”, (/T4
THENLIN 28 73 0] 22 42, o2 360 A JET “HhRIEsl, T3, PRk 57
(R FR T S U St B K D 2 2 A S AR dE AT RO PO | R e 1 PR 22 4 Wb U AT BA

WUE RIE LR

BKEAR

B/ https://cert.360.cn/

WAEAMNS: 360CERT

BiiR6 360 ZAREIBA

"/
©

S60ZAREEA

n

4

360 R AIBNICERIE A JI4% 24T 5K, AE 28 B0 LA S L sy Tl A
HEENZR.

360 Z Ik AIBAGHr PE I 52 2 TR Al i) 2 e iR Sia e B Dlg s
Hya oudend, ARGt TR, 456 mmidsn L& xi2W, e it
BLar, Fh, FREHNN L RERS .

360 ZMHINZ 5 T 2 14 APT HAFI - HTilie TIE, 25 TR A E
RiEsh &4 0rBE TR 50 X, 25 APEC. G20, W% L& HuiiMER] 70
JEAE B S 22 90 2 it CHUED [ BRSO b 5 FOR e 2 2 e R b AT,
I BEER S N AT R
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